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Abstract:- This paper, first we describe the introduction of Cellular Message Encryption Algorithm,
used for control channel encryption in Cellular Telephony scheme. Secondly why this algorithm is
weak against security of cipher text being transmitted and finally how we can modify the Cellular
Message Encryption Algorithm to be more secure for control data transmission.
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l. INTRODUCTION
CMEA [1] is not used to protect the voice over communication media but it is used to protect control

channel data like numbers dialed by the user, bank account and credit card numbers etc. It uses 64 bit key with
the variable length of block cipher (2-6 bytes block). It has three steps:

a) First left to right diffusion (statistical form of plain text) non-linear step.

b) Secondly performs subsequent changes using XOR operation right half to left half in linear manner.

c) Third again non linear step reverse of first step

Non-linearity is obtained using 8-bit table called T-box. Values in T-box are calculated as:
T(n) = C(CU(C(C((n Ko} +K1)+n) BKo)+Ka)+n) TK,)+Ke)+n) FKe)+K7)+n
C is a 8-bit lookup table is called Cave Table. CMEA Algorithm used for encryption process as follows:

Algorithm: Cellular Message Encryption Algorithm
Input: P; (Plain Text)
Output: C; (Cipher Text)
Step 1: Vo< 0

Step 2: fori<0,....,n1

Step 3: P/ € P+ T(y: i)

Step 4: Yier € Yi+P;

Step 5: fori €0,...[n/2]-1

Step 6: PP B(PLivl)

Step 7: <0

Step 8: for i € 0,..n-1

Step 9: Z € 7+ P;

Step 10: Ci€P -T@®i)

In This Algorithm from step first completes from line no. 1 to 4, second step from line no. 5 to 6 and
third step from 7 to 10. Here + and — are treated as addition and subtraction modulo 256. ®stands for logical
bitwise exclusive or and V stands for logical bitwise or [1].

1. WHY IS CMEA WEAK
A. Property 1:
If the plaintext is of the form P = {1-x,1-x,...1-x}And the cipher text is of the from C = {-x,...}, then
there is a very high probability that T(0)=x, where T(i) is the output of the T-Box corresponding to input ‘i’ [2].

B. Property 2:
If the plaintext is of the form P = {1-T(0), 1-T(0),....., 1-T(0), k-T(0),0}and the cipher text is C = {t-
T(0),...} Where k = ((n-1) o j) — (n-2), then there is a very high probability that t = T(j) [2].
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C. Property 3:
The CMEA algorithm uses a skewed CAVE Table [13]. The CAVE Table is not a permutation and 92
of the possible 256 values do not occur.

D. Property 4:
The CMEA algorithm uses a four round T-box which can be subjected to meet-in-the-middle attack [13].

E. Property 5:
The Least Significant Bit of the cipher text is always the complement of the Least Significant Bit of the
plaintext. i.e. one bit always leaks [3].

F. Property 6:

The T-Box has some Key-Equivalence classes. As mentioned in Section 3.2, simultaneously
complementing the Most Significant Bits of K, and Ky, for i = 0,1,2 leaves the action of the T-Box
unchanged. This reduces the key length of the CMEA to 60 bits instead of 64 bits since we can assume the
Most Significant Bits of Ky K,, Ksand Kgto all be 0 or 1 [4].

1. MODIFICATIONS IN CMEA
A. Modification 1:
The update equation of P’ needs to be changed so that Properties 1 and 2 do not work. Thus the

modified equation is of the form:
P’i= P+ T(y, © £(in)
Such that as we vary i from 0 to n-1 (where n is the number of byte blocks in the plaintext) the T-Box is not
predictably accessed. In the original CMEA property 1 exists because for a particular nature of the input
plaintext and the key the T-Box was always referred at the point 0. So, the function f(i,n) should be such that the
T-Box is accessed at different points. After considering several forms of the function f(i,n) the proposed
function is f(i,n) = 2i%n, hence the update equation becomes :
Pi=P i+ T(yi & 2i%n)
Thus the algorithm is transferred to:

yo =10

for(i=0ii < n;i++)

{ P! = P; + T(y; ® 2i%n)

Yiy1 = yi + P

for(i =0 < [n/2]:i 4+ +)
P'=Pe(F__ V1)

Zp = 0
for(i =08 < m3i+ +)
{
iyl = & +}3€”
g = Pt-” — T(Z.,; & 22'007?.)
}

B. Modification 2:
The CAVE Table is replaced with the AES S-box which can be efficiently implemented [9]. Thus the
distribution is no more skewed and all the possible 256 values appear as a possibility.

C. Maodification 3:
The T-box previously had 4 rounds. The number of rounds of the T-box has been increased to 8 rounds
to prevent meet-in-the-middle attack. The output of the 4 round T-box is recycled again through the T-box.

D. Modification 4:

The or with 1 in the second stage of the CMEA is removed. This removes the property that the LSB of
the cipher text is always the complement of the LSB of the plaintext. This can be explained by using the
modified version and resorting to its truth table [11].

Using the modified version:
Co=((Po+T(0)) & P3)-T(0)
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From the truth table (Table 1) we see that the Least Significant Bits of the plaintext and the cipher text are no
longer related.

Table 1: Truth Table for LSB of plaintext and cipher text
P[] T[0] P[] (P0lerTODXORP' 2D C[O)

0 0
0 1
0 0
0 1
1 1
1 0
1 1
1 0

e =l == R = R ]
el == =T ]

0
0
1
1
0
0
1
1

E. Modification 5:

From Table 2 we saw that by complementing the Most Significant Bits of Kyand K; or a similar pair of

odd and even keys, the output does not change [6]. However the Carry out in the 2 cases is different. In order to
incorporate the effect of the carry from the MSB, it was exclusive or-ed with the Least Significant Bit of the
resultant f(X). The Truth Table showing the carry over is given in Table 2.

For 50,000 random combinations of data and keys, we get the average number of changes in cipher texts (byte
wise) by simultaneously changing the Most Significant Bits of all four pairs of Equivalence Class Keys as
approximately 99.5% as opposed to 0% of the times earlier.

Table 2: Truth Table showing the carry 0 and 1

CARRY =0 CARRY =1
X K0 K1 £X) ;;‘:n £X) ;;‘:n
al 0 0 0 0 0 1
0 ] 1 1 0 D 1
0 1 0 1 0 0 1
a2 0 1 1 0 1 1 1
1 0 0 1 0 0 1
1 0 1 0 1 1 1
1 1 0 0 0 1 0
1 1 1 1 0 D 1

V. CONCLUSIONS
In the present paper the original CMEA algorithm has been modified. It has been shown that the T-box

provides sufficient security margin to the cipher CMEA-I in the face of linear and differential cryptanalysis. In
short, the paper demonstrates that with suitable modifications the original CMEA algorithm can be made strong
and hence can be suitable for wireless security.
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