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Abstract 

The use of the internet has increased rapidly in recent years, and many users spend a large amount of time on 

websites such as social media, gaming, and streaming platforms. Sometimes these websites become distractions 

and may also expose users to harmful or unwanted content. To solve this problem, a software firewall system 

has been developed using Python programming language. 

The main purpose of this project is to block selected websites on a computer system and control internet access. 

The system works by modifying the hosts file of the operating system so that when a user tries to open a blocked 

website, the browser cannot access it. The firewall also provides a simple graphical user interface where users 

can block or unblock websites easily. Websites are organized into different categories such as social media, 

shopping, gaming, and streaming, which helps in blocking multiple related websites at once. 

The system also includes additional features like administrator login, custom website blocking, time-based 

blocking, and activity logging. Logs of blocked or unblocked websites can also be exported into a PDF file for 

record purposes. 

This project helps in improving productivity, reducing unnecessary internet usage, and protecting users from 

accessing unwanted websites. The developed firewall system is simple, efficient, and useful for educational 

institutions, offices, and personal computer use. 
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I. Introduction 

The internet is widely used for education, communication, and entertainment. However, excessive use 

of websites such as social media, gaming, and streaming platforms can cause distractions and reduce 

productivity. Therefore, controlling access to certain websites is important in schools, colleges, and workplaces. 

This project proposes a Python-based Software Firewall that helps block unwanted websites on a 

computer system. The system works by modifying the hosts file to prevent access to selected websites. It also 

provides a simple graphical user interface (GUI) for easy management. 

The firewall includes features such as category-based blocking, custom website blocking, time-based 

blocking, and activity logging, which help users manage internet usage effectively. 

 

II. Literature Review 

Several researchers have developed firewall and web filtering systems to control internet access and 

improve network security. Traditional firewall systems are used to monitor and filter network traffic to block 

unauthorized or harmful websites. 

Some software-based solutions use hosts file modification to block specific websites on a computer 

system. This method redirects website domains to the local system, preventing the browser from accessing 

them. 

http://www.ijerd.com/
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Based on these approaches, this project develops a Python-based Software Firewall with features 

such as website blocking, category-based filtering, and time-based blocking to manage internet usage 

effectively. 

 

III. Proposed System Architecture 

The proposed system is a Python-based Software Firewall designed to control access to unwanted websites on 

a computer system. The architecture of the system consists of several components that work together to manage 

website blocking and monitoring. 

First, the User Interface (GUI) allows the administrator to interact with the system. Through this interface, the 

user can block or unblock websites, select categories, and view activity logs. 

Next, the Authentication Module verifies the administrator’s login credentials to ensure that only authorized 

users can modify firewall settings. 

The Website Blocking Module processes the list of websites selected by the user and blocks them by 

modifying the system’s hosts file. When a blocked website is accessed, it is redirected to the local system, 

preventing the browser from opening it. 

The Time-Based Blocking Module allows websites to be blocked for a specific period of time. After the 

selected time duration ends, the websites are automatically unblocked. 

The Logging Module records all activities such as blocking and unblocking websites. These logs can also be 

exported as a PDF report for future reference. 

Together, these modules form a simple and effective architecture that helps manage internet access and improve 

system security. 

 

IV. Methodology 

First, the user logs into the system using the administrator ID and password. This ensures that only authorized 

users can access and control the firewall. 

After login, the graphical user interface (GUI) appears. From this interface, the user can select websites or 

categories that need to be blocked. The system also allows users to enter custom website names for blocking. 

When a website is blocked, the system updates the hosts file of the computer. This prevents the browser from 

opening that website. 

The system also provides a time-based blocking feature, where websites can be blocked for a specific period 

of time. After the selected time ends, the websites are automatically unblocked. 

All the actions performed by the user are saved in the activity log, which can also be exported as a PDF file for 

future reference. 

 

V. System Architecture 

 
 

VI. Experimental Results 

The proposed Python-based Software Firewall was tested to check its performance in blocking websites. The 

system successfully blocked selected websites by modifying the hosts file, and the browser was not able to open 

those websites. 
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The category-based blocking feature allowed multiple websites to be blocked at once. The time-based 

blocking feature also worked properly by blocking websites for a specific time and automatically unblocking 

them after the time ended. 

The activity logging feature recorded all blocking and unblocking actions. The results show that the system 

works effectively in controlling website access and managing internet usage. 

 

VII.Limitations 

The proposed software firewall has some limitations. It requires administrator permission to modify the hosts 

file, which may limit its use for normal users.The firewall blocks only specific websites and cannot protect the 

system from all types of online threats. Therefore, it provides basic website control but not complete network 

security. 

 

VIII.Future Work 

In the future, the system can be improved by adding more advanced security features.  A stronger security 

mechanism can also be added to prevent users from manually editing the hosts file. The system can include 

automatic website detection and filtering to block harmful websites more effectively. In addition, a mobile or 

web-based interface can be developed to allow remote monitoring and control of the firewall. These 

improvements can make the system more powerful and useful for organizations and institutions. 

 

IX.Conclusion 

WEBLOCK GUARDIAN: A Software-Based Access Control Firewall Using Pythonprovides a 

simple and effective solution for controlling access to unwanted websites. The system blocks selected websites 

by modifying the hosts file of the operating system, which prevents the browser from opening those websites. 

The firewall also includes useful features such as category-based blocking, custom website blocking, time-

based blocking, and activity logging. The graphical user interface makes the system easy to use and manage. 

Overall, WEBLOCK GUARDIAN helps users control internet usage, reduce distractions, and improve 

productivity. It can be useful for students, educational institutions, and offices where managing website access is 

important. 
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