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Abstract:- Computers uses a file which is a collection of information. The information is sensitive part of the
organizations , and can be classified into simple, important, and critical information. Any loss or threat to
information can prove to be great loss to the organization as well to people. The most important goal for
designing any encryption algorithm is the security against unauthorized attacks. This paper introduces a new
method to enhance the performance of the (Cesar Cipher algorithm ). This is done by replacing the single key
(Offsite) that used by the standard algorithm with dynamic key his value is changed for each letter depending on
its position and the value of the previous letter. This replacement adds a new level of protection strength and
more robustness against breaking methods. One more powerful technique added by the proposed algorithm is
repeat the encryption for the entered text several times.
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l. INTRODUCTION

Information Security has become a very critical aspect of modern computing systems. With the global
acceptance of the Internet, virtually every computer in the world today is connected to every other. While this
has created tremendous productivity and unprecedented opportunities in the world we live in, it has also created
new risks for the users of these computers. The users, business and organization worldwide have to live with a
constant threat from hackers and attackers, who use a variety of techniques and tools in order to break into
computer systems, steal information, change data and havoc[1]. Cryptography plays a very vital role in keeping
the message safe as the data is in transit[2]. It ensures that the message being sent at one end remains
confidential and should be received only by the intended receiver at the other end[3][10]. Cryptography converts
the original message to non-readable format. The people who are unauthorized to read the message try to break
the non-readable message but it is hard to do it so. The authorized person has the capability to convert the non-
readable message to readable one. The original message or the actual message that the person wishes to
communicate with the other is defined as Plaintext see Fig. 1.The message that cannot be understood by anyone
or meaningless message is what we call as Ciphertext. Encryption is the process of converting plaintext into
cipher text with a key. A Key is a numeric or alpha numeric text or may be a special symbol [4]. A decryption is
a reverse process of encryption in which original message is retrieved from the ciphertext [5][12].
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Fig. 1: Encryption/Decryption process

This proposed algorithm is a cryptographic method to exclude the repetitive characters in a message to be
encrypted and this technique is a type of symmetric key cryptography.
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1. ALGORITHM USED IN THE PRESENT WORK
A- ENCRYPTION PROCESS

In this method we develop an advanced form of Caesar Cipher cryptographic method. In cryptography,
a Caesar cipher, also known as a Caesar's cipher or the shift cipher or Caesar's code or Caesar shift, is one of the
simplest and basic known encryption techniques[6].1t is a type of replacement cipher in which each letter in the
plaintext is replaced by a letter with a fixed position separated by a numerical value used as a "key"[7][11].

But, in this method, any character (ASCII value 0-255) are not separated by a fixed numerical value, in
fact it is a variable numerical value, which is dependent on the position of the letter to be encrypted multiplied
by the ASCII code of the previous letter. In the present method, the user not need to enters a secret key, where
the key will be generated by the algorithm, which is calculated for each individual character, see Fig 2.
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Fig. 2: The process of encryption for proposed algorithm

The proposed algorithm start with the second character of Plaintext to encrypt it , so it will calculate the
Key by multiplying i by the ASCII code of the previous character, where ‘i’ is the position of the character to be
encrypted in the plaintext, starting from position ‘1’ as the starting position, this key will ensure that the value of
key is changed dynamically to give key with different value for each letter. Now we apply the Caser cipher
algorithm : C=( P + K ) % 255.[1] After then, the algorithm will go to the next character and do same operation
and so on. When whole the Plaintext encrypted, the algorithm will encrypt the first character, but there is no
previous character to use, so the algorithm will take the ASCII code of the last encrypted character in the text,
this will give a cycle form for standard Caesar Cipher .This algorithm will repeated for N times, where N is the
length of Plaintext Mod 26 which will give more strong for the algorithm.

The Proposed Encryption Algorithm:
1-  Read the Plaintext.
2-  Calculate N number that is (the number of characters in the plain text Mod 26) .
3- Do step 4 for N times:
4-  For each Plaintext lefter P .

A Calculate K from:
[(i «P ) if(i=1)
(i+cp) if (i = 1)

i: s the position of the letter to be encrypted.
B. substitute the Ciphertext lefter Cas [ C=(P+ K) Mod 255].

B- Decryption Process

For decryption we use reverse process to get back the original plaintext. During decryption again the
user do not need to enter or provide any secret key, and now we will describe in detail the decryption procedure.
At the first of all we calculate the N value which is the modulus of dividing the length of ciphertext by 26, this
value will decide the number of rounds we will decrypt the ciphertext. The proposed decryption process will
start with the first character of the Ciphertext and will calculate Key for it , this key will calculated by
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multiplying ‘i’ by the ASCII code of the last character in the ciphertext, where ‘i’ is the position of the character
to be decrypted in the ciphertext, starting from position ‘1’ as the starting position. Now we apply the Caser
cipher decryption algorithm : C=(P - K)) % 255 [4].

After that, the algorithm will go to the next character and do same operation, where the Key will
calculated by multiplying i by the ASCII code of the previous character, and so on.

The Proposed Decryption Algorithm:

1-  Read the Ciphertext.
2-  Calculate N number that is (the number of characters in the plain text Mod 26) .
3- Dostep4 for N times:
4-  For each Ciphertext letter P :
A Calculate K from:

e (7

(ixc,)

if(i>1)
if(i=1)

i is the position of the letter to be encrypted.
B. substitute the Ciphertext letter Cas [ C= (P-K) Mod 253].

1. RESULT AND DISCUSSIONS
All By applying the proposed algorithm on some texts which selected randomly we will get the following
results, see table I below:

Table I. Message Encrypted

Plaintext

Ciphertext

Multiple encryption is a technique in which an
encryption algorithm is used multiple times In
the first instance plaintext is converted to
ciphertext using the encryption algorithm This
ciphertext is then used as input and the
algorithm is applied again This process may be
repeated through any number of stages Triple
DES makes use of three stages of the DES
algorithm, using a total of two or three distinct
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From table I, we can see that, each letter in the plaintext is replaced by a letter with a variable position
separated by a numerical variable value, where there is no relation between the key used for the first key as
example and the key used for any letter within the plaintext, this will does not give any track of the plaintext for
the attackers, moreover all the repetitive terms are excluded from the encrypted text and it can never be figured
out just from the encrypted text that there was any repetition in the text message. The proposed method is a
provable good method to exclude repetitive terms. We can notice from encrypt the text "yyyy" which give "4 ? 6
Q "and the text "yyyyy" which give " ~i " | & " that is add even one more character to the original plaintext will
change the entire ciphertext, because of adding one character to the plaintext will change the Value of N and the
number of loops in the algorithm.

V. SPECTRAL ANALYSIS OF FREQUECY OF CHARACTERS
To test the effectiveness of the proposed algorithm we detect the frequency of characters in the
encrypted text (message) [8], where it is considered one of the classical cryptanalysis method. Using this
proposed algorithm, we ran many analysis and tested different strings as input and used various methods of
cryptanalysis. To show the usefulness and integrity of this cryptographic module, we used spectral analysis of
the frequency of characters. First, as a test case we chose, a Plaintext consists of 100 Letter (A) and used this
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method to encrypt the data. Fig. 3 shows the spectral analysis of frequency of character A and Fig. 4 shows the
spectral analysis of frequency of characters of the encrypted data.
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Fig 3: Spectral Analysis of Frequency of Character A
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Fig 4: Spectral Analysis of Frequency of Characters of Encrypted data of 512 ASCII value (A)

Another test case we chose a random Plaintext. The spectral analysis of the frequency of characters of the
plaintext is shown in Fig. 5 and Fig. 6 shows the spectral analysis of frequency of characters of encrypted text.
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Fig 5: Spectral Analysis of Frequency of Characters of 1024 ASCII Value(1)
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Fig. 6: Spectral Analysis of Frequency of Characters of Encrypted data of 512 ASCII value (A)

Thus from the above spectral analysis it is evident that the method, used here is very effective and there
is no trace of any pattern in the encryption technique. Since this cryptographic technique uses dynamic key that
its value changed for each character ,and apply the encryption for several times depending on the Plaintext
length, for this reason, the method used here is unique and almost unbreakable because there is no trace of any
pattern. And this method is also effective against both Differential Cryptanalysis (Differential Attack) and
Brute-Force Attack.

V. GENERAL ANALYSIS

The main goal of cryptanalysis is to find some weakness or insecurity in a cryptographic scheme[9].
Typically, the objective of attacking an encryption system is to recover the key in use rather than simply to
recover the plaintext of a single ciphertext. There are two general approaches to attacking a conventional
encryption scheme[4]s Cryptanalysis: rely on the nature of the algorithm plus perhaps some knowledge of the
general characteristics of the plaintext or even some sample plaintext—ciphertext pairs. « Brute-force attack: The
attacker tries every possible key on a piece of ciphertext until an intelligible translation into plaintext is obtained.
The most difficult problem is presented when all that is available is the ciphertext only. In some cases, not even
the encryption algorithm is known, but in general, we can assume that the opponent does know the algorithm
used for encryption. One possible attack under these circumstances is the brute-force approach of trying all
possible keys. If the key space is very large, this becomes impractical.

So, when we analyse the proposed method, we can see that the use of dynamic Key in the method have
significantly increased the strength of encryption, where this method will provide key with size is the same size
of Plaintext. Not only this, the technique of repetition of the encryption for N times will give more powerful to
helps the encrypted text to be almost impossible to be detected by including repetitive characters and it also
makes the method strong against Differential Attack.

VI. CONCLUSIONS
The proposed cryptographic algorithm try to overcome the problem of "key agreement" or "Key
distribution" in traditional symmetric key cryptography by extracting the key from the Plaintext itself. The
weakness of the standard Caser cipher algorithm, where any character (ASCII value 0-255) are separated by a
fixed numerical value, are solved where a variable numerical value, which is dependent on the position of the
letter to be encrypted and the ASCII code of the previous letter in the Plaintext are used, any changes to the
length of the text , the key will be changes.
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